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Too good to be true? Protecting yourself
and others from scams online
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Introduction for Safer
Internet Day 2025

Including Teacher Script.
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Knowsley Principal Learning Technologies Officer.
Apple Distinguished Educator. Apple Learning Coach,
Google Certified Educator. Book Creator Ambassador.
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Mr Beast Giveaway Announcement p

= Amazing News! Mr
g\rj‘efy"grr‘i?n .y | Beast is Giving Away
school chida | Nintendo Switches to All

woe Nintendo |- Primary School Children!

Mr Beast, the famous YouTuber, has
announced that every primary school
child in the UK can get a free Nintendo
Switch! All you have to do is:

Fill in a form with your name, address, and school
name. Send £10 to cover the cost of postage.
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Hurry! The offer ~ Name:
ends tOnlght' Bank Details:




What do you think Safer
Internet Day is all about?

What’s your favourite thing to do online or using technology? Tablets

Smart Speakers Game Consoles

a Smart Phones




National Safer Internet Day 2025

----Too good to be
true? Protecting
yourself and
others from

scams online

Who can explain what a scam is?



Falling for Scams

There are lots of
types of scams
online — perhaps
you have seen
some before.

Put your hand up if
you have seen...



Falling for Scams

A message with

= AN fakeaccount
a SUSPICIOUS- ﬁ Click here for FREE ROBUX &
looking link. @@ https:dirobux/20%) 53

Member | Jul 22, 2022 | 5:2

A typical scam message on Roblox might look like: "Hey, want free

Robux? Just click this link and enter your username and password
to verify!



Falling for Scams

Free Lottery X
O F reedom  lattery

Congratulations!
You've won today’s
prize draw! Claim
your prize today!

Something that
seems too good to
be true, like you've
won a prize.

A "you have won a prize" message, especially if it comes out of the
blue and asks you to provide personal information or pay a fee to claim
your prize, is almost always a scam; it's a common tactic used by
fraudsters to trick people.



Falling for Scams

Trade Request

Another player in
a game agreeing
to trade but then
taking something
and not giving

ITEMS YOU WILL GIVE

Trade with frosec
has been opened

Value: R%3623

anything in
return.

The main reason why people do this is to get rare or valuable things
easily by taking advantage of others' trust. Learning the value of your
items means you are less likely to fall for fake or unfair trades.



Falling for Scams

A video, app, advertor | ——
website that says it &) CLICK
can show you how to FO':!EF'?:EE”

get free money Iin your MONEY
favourite game.

Offers of free money will cost you a lot. Scammers try to convince you
that you are owed or entitled to, money or winnings that you did not
expect to receive.



Staying Safe Online

It’s important that everyone
feels safe when they are
using technology.

How can you stay safe even
if you see a scam online?

What do you think? Has

anyone got any good advice
on staying safe?



Super Scam Spotter!

Let’s get started on i ﬂ W
making our online world a A\ 4
safer placel

Let’s start thinking
carefully and asking
questions whenever we
are online.

Remember: if it looks too
good to be true, it
probably is!



